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Abstract: The management of intellectual assets and security has always been an important is-
sue for business activity especially in sensitive industries like the banking sector. Nowadays, it may 
prove to be a priority, essential for the proper and efficient functioning of the company. This is 
primarily applicable when non-material resources constitute a strategic value of an organization 
which is also its reputation and trust. The main goal of the paper is to systematize and analyze the 
potential threats to intellectual values and security of the company as well as to indicate comprehen-
sive methods of managing intellectual assets in the face of technological progress followed by the 
case – study of the Polish banking industry company with regard to protection of its non - material 
assets. The approach applied in the paper is of descriptive-empirical nature. The research methods 
involved in this paper are: induction, deduction, literature studies, and case-study together with an 
expert interview. The method of critical and comparative analysis was used in relation to the views 
presented in the literature. The article ends with a brief presentation of the research findings.

Keywords: intellectual values, cyber threats, security, bank 

Streszczenie: Zarządzanie wartościami intelektualnymi oraz bezpieczeństwem zawsze stanowiło 
istotną kwestię w działalności biznesowej zwłaszcza w branżach wrażliwych, takich jak sektor 
bankowy. W  dzisiejszych czasach kwestia ta jest priorytetem, niezbędnym do prawidłowego 
i sprawnego funkcjonowania przedsiębiorstwa. Odnosi się to przede wszystkim do zasobów nie-
materialnych, które stanowią strategiczną wartość organizacji oraz bezpieczeństwem przedsię-
biorstwa i jego klientów. W przypadku sektora bankowego jest to także jego reputacja i zaufanie. 
Głównym celem artykułu jest usystematyzowanie i analiza potencjalnych zagrożeń dla bezpie-
czeństwa firmy, a także wskazanie kompleksowych metod zarządzania zasobami intelektualnymi 
w obliczu postępu technologicznego. W opracowaniu wykorzystano studium przypadku pol-
skiej firmy bankowej w odniesieniu do ochrony jego aktywów niematerialnych. Podejście zasto-
sowane w artykule ma charakter opisowo-empiryczny. Metody badawcze wykorzystane w tym 
artykule to: indukcja, dedukcja, studia literaturowe i studium przypadku pogłębione wywiadem 
eksperckim. W odniesieniu do poglądów przedstawionych w literaturze zastosowano metodę 
analizy krytycznej i porównawczej. Artykuł kończy zwięzła prezentacja wyników badań.

Słowa kluczowe: wartości intelektualne, cyberzagrożenia, bezpieczeństwo, bank 

Introduction

There are numerous research concerns related to intellectual assets and their 
management that have to be referred to. It is of critical importance that an entrepre-
neur is not only fully aware and conscious of the possessed assets, but also knows 
how to distinguish the material and non-material ones. Nowadays, the latter play 
a crucial role in value creation of any enterprise and, therefore, their proper recog-
nition and management should be prioritized. Along should go the protection, for 
there are plenty of dangers related to intellectual assets that can bring a significant 
harm to any enterprise, no matter big or small. Therefore, it is of utmost importance 
to take the appropriate steps to protect the possessed assets. 
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Business managers on a global scale are very concerned about the growing phenom-
enon of cybercrime, which by its very nature is aimed at disrupting IT and information 
systems. The shift in approach towards cyber-crime has changed drastically over the 
last years. According to the eighteenth global information security report of Ernst & 
Young in 2015, criminal organizations are now considered as the main source of cyber-
attacks and danger to information infrastructure. Before, it was the employees that have 
been indicated as the main source of information threats and the key factor taken under 
consideration while developing proper security measures. Another worrying fact is that 
as many as 54% of the surveyed companies do not have in their structures cells respon-
sible for monitoring the threats resulting from new technologies. What’s more, 36% of 
respondents did not indicate that they intend to create or appoint such units. Over one 
third of companies do not have a threat tracking program, and nearly two thirds claim 
that risk management has medium or low priority in their company. Many respondents 
(79%) stated that currently the main risk in this area is the low awareness of threats re-
lated to mobile technologies. The lack of financial resources (62%) and the shortage of 
suitably qualified staff (57%) were considered by the surveyed professionals as the main 
cause of deficiencies in the information security of their companies. Almost one third 
of the respondents indicated whether lack of awareness of threats at the management 
board or total lack of support from its side1. According to the global 15th information 
security report of Ernst & Young (Fighting to Close the Gap), 77% of companies as-
sessed that the threat of external attacks increased, while 46% perceived an increase in 
internal threats. What is worth noting is that in the last two years 31% of the surveyed 
companies experienced incidents that violated their security, still as much as 63% of 
them do not have any systemic security policy implemented. Only 16% respondents 
declared that their security policy meets all requirements and expectations. Almost one 
third of companies perceive their security system as underdeveloped or even totally un-
fit, and this awareness has increased the most in the last 12 months2.

According to the Hiscox Cyber Readiness Report 2017, the cyber-attacks cost the 
global economy over $ 450 billion in just 2016. What is more, the report found that 53% 
of companies surveyed were ill-prepared to handle cyber-attacks3. In 2016, more than half 
of the surveyed companies (57%) have experienced at least one cyber-attack, while two 
in five (42%) have had to deal with two or more. Larger companies, particularly those in 
the US, are targeted most often. Regardless of what headline figures on cybercrime may 

1  In 2015 specialized, highly-skilled professionals representing companies from 67 countries – including 
Poland – took part in 18th Global Information Security Research. They were mostly from one of the 25 
sectors responsible for IT development and IT security. The research was conducted in 2015 from May 
till September. The source of the data is E&Y – www.ey.com., 3.03.2020.
2  Firmy wciąż nie doceniają bezpieczeństwa informacji, https://www.wywiad-gospodarczy.pl/firmy-
wciaz-nie-doceniaja-bezpieczenstwa-informacji.html, access date: 3.03.2020.
3  The Hiscox Cyber Readiness Report 2017, https://www.hiscox.co.uk/cyber-readiness-report/, access 
date: 1.03.2020.
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say, on average the cost of any rather large cyber security incident experienced by the en-
terprises ranges from EUR€22,000, as noted in small German companies, to US$102,000, 
for very large American companies4. While big firms incur the highest costs in nominal 
terms, the cyber-attacks are disproportionately more harmful, finance wise, to the very 
smallest businesses. Despite this fact, small enterprises appear rather complacent and as 
much as 29% of the enterprises that have been targeted by cyber criminals stated they had 
changed nothing following a cyber security incident. Whereas, only 20% of larger firms 
haven’t implemented new security measures after experiencing a cyber-attack. This data 
indicates that when it comes to adopting key cyber security initiatives, the gap between 
larger companies and smaller businesses is still great. For example, while 62% of larger 
companies surveyed regarded practicing their crisis communications response as critical, 
or high priority, only 47% of smaller firms say the same5.

The main conclusions of the IT security report Global IT Security Risks Survey 
2015 conducted by Kaspersky Lab are broadly in line with the results of the research 
presented by Ernst & Young. However, they may focus on slightly different areas 
and provide different, but not contradictory statistics. Conclusions of the IT secu-
rity report from Kaspersky Lab6:

− 23% of surveyed companies believe that full protection against data loss is too 
expensive to justify investment costs, while 33% stated that they do not have sufficient 
resources to implement protective procedures. However, of those who have already 
invested in data protection, only 31% believe that these were justified expenses,

− 17% of enterprises use external expert services in the field of IT security 
implementation, while 42% use educational services in the field of IT security in 
order to maintain its high level in their company. 41% of the surveyed companies 
use external investigative services after the incident,

− security incidents result not only in theft of resources and information leak-
age but also in damage to the company’s reputation. 57% of the affected enterprises 
admitted that the consequences were associated with significant additional costs, 
and 60% that the normal processes and functioning of the entire enterprise de-
creased significantly after the cyber-attack. Phishing, network intrusions and cyber-
espionage were considered to be the most devastating methods of attack,

− information security breaches may involve huge costs. In the case of the 
sector of small and medium enterprises, the average cost of downtime after the at-
tack amounted to about US$16,000, while for any large enterprise or a corporation 
there was a loss of about US$203,000. However, the cost of downtime is significantly 
increasing if any malware that makes it impossible for the company to perform 

4  Ibidem.
5  Ibidem.
6  Global Corporate IT Security Risk 2013, https://www.kaspersky.pl/o-nas/informacje-prasowe/2109/
bezpieczenstwo-it-w-firmach-cechuje-znaczne-niedofinansowanie, access date: 1.03.2020.
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operations is involved. In 2015, after such an attack, the downtime cost the large 
corporations an average of US$ 1.4 million, a slight decrease from US$1.5 million 
in 2014. On the other hand, in the case of small and medium-sized enterprises, the 
average loss increased from US$52,000 to US$66,000,

− in 2015, in the case of 87% of security breaching incidents, the help of ex-
ternal professionals as IT consultants, lawyers and risk managers was necessary for 
the company to repair the damage. In 56% of situations when data was lost, it caused 
serious damage to the image and reputation of the company7.

1. Types of threats and their source

Intellectual property crimes, despite the fact they don’t cause any physical inju-
ries or death, are considered serious offenses for they are about robbing somebody 
from his or her creative work. It is really hard for the companies and law enforce-
ment agencies to grasp the impact that intellectual property theft has on enterprise’s 
profitability and national economy in general, for, however rampant, the crime is 
rather not much spoken of. Actually many of the rights holders often don’t even 
realize they are a victim till defendant’s activities are specifically identified and in-
vestigated8. This is due to fact that there is usually no loss of tangible assets involved 
in intellectual property theft and infringement crimes. Still the wronged individuals 
may be in a way compensated by civil remedies, while the criminals severely pun-
ished for their wrongful activity9. The sources of threats can be divided into four 
main categories:10 This question is presented below in Figure number 1. 

7  Specialists from B2B International conducted a research in which took part 5564 respondents from 38 
countries. Data collection took over a year, for it started from March 2014 and lasted till May 2015. The 
respondents were all experience, well renown IT specialists.
8  M. Szczerbak, Ryzyko strategiczne działalności przedsiębiorstwa i możliwości jego ograniczania, [in:] A. Fierla 
(ed.), Ryzyko w działalności przedsiębiorstw. Wybrane aspekty, Oficyna Wydawnicza SGH, Warszawa 2009.
9  H. Nasheri, Economic Espionage and Industrial Spying, Part of Cambridge Studies in Criminology, Kent 
State University, Ohio 2005. 
10  M. Ciecierski, R. Nogacki, Bezpieczeństwo współczesnej firmy. Wywiad, szpiegostwo, ochrona tajemnic, 
Studio Emka 2016, p. 11.
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Figure 1. Sources of threats to intellectual assets and security
Rysunek 1. Źródła zagrożeń dla zasobów intelektualnych i bezpieczeństwa

Source: own work. 

Currently, cyber criminals are not only well organized but also very ingenious 
and constantly come up with new ways of e-attacks. They have the intelligence, 
time, and resources to execute long lasting attacks, leveraging malware, and bots, to 
reach their goals. It is really hard for cyber security specialists to keep up. Therefore, 
cyber risk mitigation methods are lagging behind and companies all over the world 
are in constant danger11. Most recent data breaches and specific incidents show that 
cyber-attacks are often used for corporate espionage. These types of attacks, how-
ever, don’t use complicated malware but rely mostly on social engineering12. Espio-
nage attacks and trade secret thefts make companies all over the world suffer great 
financial losses13. Nowadays, in times that the information has become a crucial part 
of a company since it creates value and competitive advantage over competitors, the 
ability to retain the possessed information is of substantial value to any enterprise. 
The loss of information may lead to losing the edge on the market and, therefore, 
significantly decreasing the enterprise value14. It is important to mention that the 
rather substantial part of the cyber-attacks is designed to target the endpoint of the 
computer, which basically means they rely on users imprudence15. The major corpo-
rate espionage threats may be divided into two groups: the outsider threats and in-
sider threats. The unifying factor of these two attack types is that they both occur in 
a subtle and mysterious ways. Both outsider and insider threats share many similar-

11  The Impact of Cybercrime on Business, https://www.ponemon.org/library/the-impact-of-cyber-
crime-on-business-studies-of-it-practitioners-in-the-united-states-united-kingdom-germany-hong-
kong-and-brazi, access date: 2.03.2019. 
12  O. Thonnard, Industrial espionage and targeted attacks: Understanding the characteristics of an escalat-
ing threat. Research in attacks, intrusions, and defenses, Springer Berlin Heidelberg 2012, pp. 64-85.
13  G. O`Hara, Cyber-Espionage: A  Growing Threat to the American Economy. CommLaw Conspectus, 
19, 2012, p. 241.
14  Global Corporate IT Security Risk 2013, https://www.kaspersky.pl/o-nas/informacje-prasowe/2109/
bezpieczenstwo-it-w-firmach-cechuje-znaczne-niedofinansowanie, access date: 1.03.2019.
15  M.K. Rogers, Social Engineering: The Human Factor of Information Assurance. In Tipton, Harold,                 
F. &Micki Krause. Information security management handbook. CRC Press, 2007. 
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ities, especially that Advanced Persistent Threat attackers sometimes use cover job 
applicant to penetrate the organization16. One of the studies shows that employees 
are the main source of leakage of confidential information in enterprises. Although 
39% of incidents resulted mainly from the vulnerabilities of software used by em-
ployees, the scale of other incidents related to staff errors is equally high. 32% of the 
surveyed companies reported leaks that occurred as a result of employee error. 30% 
of the companies reported the loss or theft of mobile devices due to the fault of the 
employee. Conscious leaks were committed by employees in 19% of the companies 
participating in the survey, while 18% of enterprises reported loss of information 
due to improper use of paper documents and mobile devices as telephones, e-mails, 
computers, or tablets. 7% of respondents showed the loss of particularly critical 
information as a result of conscious actions of employees17.

2. Protection methods principles

The basic intellectual property protection strategy should be based on four prin-
ciples. The first is the principle of obtaining intellectual property, which means that 
a  single product or service can be protected by various forms of property rights 
that cover various aspects of the product or service. The second principle concerns 
the use of intellectual property. Intellectual property assets can be used, for exam-
ple, through the commercialization of products and services protected by prop-
erty rights, the conclusion of license and franchise agreements, the sale of intel-
lectual property assets to other companies, as well as through the creation of joint 
ventures18. The principle of monitoring intellectual property means that a regular 
analysis of databases of patents and trademarks should be carried out, which will al-
low for ongoing follow-up with knowledge about the latest technical achievements. 
This approach also favors finding new partners and licensing providers, gaining 
new market opportunities, monitoring the activity of competitors, as well as detect-
ing possible violations or avoiding violation of competition laws. The last principle 
of intellectual property enforcement seems particularly important in the case of 
losses that may occur when there are counterfeit goods on the market and high 
costs of certain intellectual property disputes.19 Protection methods principles were 
explained in Figure number 2. 

16  P. Giura, W. Wang, Using large scale distributed computing to unveil advanced persistent threats, SCIEN-
CE 1.3, 2013. 
17  M. Ciecierski, R. Nogacki, Bezpieczeństwo współczesnej firmy…, p. 90
18  M. Rzemieniak, Zarządzanie wartościami niematerialnymi przedsiębiorstw, Dom Organizatora, Toruń 
2013.
19  What is an I.P strategy? InnoSupport: Supporting Innovation in SMEs, http://www.innosupport.net/ 
access date: 3.03.2020.
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Figure 2. Protection methods principles
Rysunek 2. Zasady metod ochrony

Source: own work. 

3. Identification of intangibles

The first step for the company to protect its intellectual assets is to identify exact-
ly what those are. It is a complex process and, to properly evaluate intellectual assets, 
a manager has to look not only inward, but outward as well. To deduce the true value 
of the possessed intangibles the firm has to understand how these stack up against the 
technology and best practices of their competitors. It is crucial to properly evaluate the 
intellectual property owned by the company, for only this way an organization is able to 
establish priorities and allocate security resources to better protect its most vital assets. 
In order to effectively protect his interests, an entrepreneur should first identify the in-
tangibles that have strategic and economic significance for the company, and which, in 
his opinion, make up the trader’s secret. The next step is to adequately protect that intel-
lectual property, and decide what kind of technical and legal means will be appropriate 
for their proper security. Answering the following questions included in Figure number 
3 helps a company to avoid future misunderstandings.

Figure 3. Questions to identify company’s intellectual assets 
Rysunek 3. Pytania dotyczące identyfikacji zasobów intelektualnych firmy

Question 1. Is the intangible asset we want to protect particularly well known outside the 
company?

Question 2. To what extent is it known to employees and people associated with the com-
pany? 

Question 3. What is the value of this intangible assets for the company? 
Question 4. What is its potential value for competitors?

Question 5. What efforts or money investments have already been made in the development 
of the project in which that intangible asset is used?

Question 6. How difficult would it be for competitors to obtain or copy this intellectual asset?

Source: own work. 
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Answers to these questions will also allow a manager to select information that is 
the secret of the company and draw up an appropriate list. Initially, the identification 
of elements is conducted according to the typical, adopted aggregation, look: human 
capital, structural capital, etc. This process may be problematic due to the different 
size of intellectual capital and the difficult systemic action in the case of small busi-
nesses20. The limited formalization and structuring of small business activities may 
also cause difficulties in naming individual elements. Therefore, a good proposition 
at the beginning seems to be searching for and shaping intellectual “islands” or intel-
lectual competences (for starters) to successively create a mosaic of intellectual pos-
sibilities. Then for more precise definition of key intangible assets the owner may as-
sume that in his company he will manage human capital, internal structural capital 
and external structural capital - relational capital. The correct separation of strategic 
elements of intellectual capital from the point of view of competitive advantage is an 
essential matter and decides about the success of the next stages of its management21.

4. Legal methods

Legislative protection for intellectual property covers basically all branches of law. 
This applies mainly to criminal law regulations in the field of crimes against property, 
business transactions and information security. Intellectual property is also guarded 
by numerous civil and employee regulations. Entrepreneurial activities require corpo-
rate or organizational protection measures. Some regulations require entrepreneur’s 
activity to be effective. Detailed regulations on the protection of intellectual property 
may be placed in the work regulations of a given entrepreneur or in the organiza-
tional rules. It is a good idea to create separate internal acts regarding the protection 
of intellectual property in the form of appropriate regulations. The legislator adopts 
various models of protection for individual intangible assets. Some are automatically 
protected by law, some require certain activity of the person concerned, while others 
require obtaining a formal confirmation under the procedure prescribed by law. Mod-
els of protection of similar goods in individual countries may be different. An example 
of this is the protection model of computer programs, which in the US are patented 
as inventions22, and in the European Union are treated as works and are subject to 
automatic protection under copyright law23. It has to be pointed out that different 
protection systems constitute a serious barrier in the international trade of this type of 
goods. Protection of some intangibles does not require any activity of an authorized 

20  A.S. Manikas, P.C. Patel, P. Oghazi, Dynamic capital asset accumulation and value of intangible assets: 
An operations management perspective, “Journal of Business Research” 2019, Vol. 103.
21  A. Sokołowska, Zarządzanie kapitałem intelektualnym w małym przedsiębiorstwie, Warszawa 2005, p. 131.
22  R.A. Prentice, J.R. Allison, Business Law, Austin 2017, p. 221.
23  Copyrights protection models vary in Europe and America. Unlike in Europe, in the USA copyright 
are required to be registered. 
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person and, therefore, does not pose practical problems. This is especially true when it 
comes to copyrights, that are automatically protected by the law and do not require the 
right holder to undertake any official or legal actions. The further protection of these 
rights will remain a separate issue, but it depends on the awareness and interest of the 
author himself. The situation is quite similar in the case of any personal rights that 
exist independently of the will and even the knowledge of the right holder. Whether 
he takes protection of his assets   depends only on his legal awareness and willingness 
to take specific legal actions. In the case of other intangible assets, it is necessary for 
the authorized person to undertake some actions. However, the right holder is not 
required to undertake any official or legal activities, but only to secure the assets on 
his own. That relates to business secrets, which are protected only under the condition 
that the entrepreneur himself makes appropriate efforts. The most complicated issue 
is the protection of these goods, which require the authorized person to take certain 
actions leading to obtaining formal confirmation of his rights. A classic example is the 
protection of the invention by means of a patent. As mentioned before, the fact that 
a person invented something does not give the inventor any rights to the invention. 
Only by patenting an invention and obtaining confirmation of the rights from the 
public authority, which in this case is the Patent Office, grants him the status of the 
only holder of the rights for that particular invention24. The implementation of patent 
policy allows a business entity to protect its own economic interests and increase the 
efficiency of its business. In addition, it facilitates the establishment and development 
of economic and scientific cooperation with foreign countries, and allows securing 
the exclusivity of production, trade, and advertising of products25. However, as B. Lev 
notes, even the best-protected intellectual capital elements such as patents are often 
subject to violation of property rights26.

5. Human factor

It is equally necessary for an organization to train its staff in terms of security 
policy and monitoring of compliance, as it is to provide health and safety training for 
every employee. The main goal of such training is to raise awareness about the im-
portance of security and information culture in the enterprise, and the same way, to 
hinder or prevent competitors from access to company’s secrets. In most of the case it 
is the employees that are the weakest link within the company and threat to business 
secrets. It is usually them who, unintentionally or involuntarily, disclose confidential 

24  S. Byczko, M. Dariusz, P. Trzmielak, Własność intelektualna na uczelni i w działalności gospodarczej. 
Analiza porównawcza i praktyczne aspekty funkcjonowania systemu patentowania w Polsce i wybranych 
krajach, Centrum Transferu Technologii UŁ, Łódź 2013, p. 37.
25  A. Sosnowska, K. Poznaoska, S. Łobejko, J. Brdulak, K. Chinowska, Systemy wspierania innowacji 
i transferu technologii w krajach UE i w Polsce. Poradnik przedsiębiorcy, PARP, Warszawa 2003.
26  B. Lev, Intangible Assets: Concepts and Measures, Encyclopedia of Social Measurement, Vol. 2, Elsevier 2005. 
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information. In some of the case, however, the unscrupulous employees reveal the 
business secrets for personal gain. There are also cases of previously dismissed em-
ployees who give away the business secret for revenge on a former employer27.

The first (pre-) training should be carried out before hiring a new employee. 
Then, a periodic training should be organized at least once a year throughout the 
whole course of employment. The last training should take place just before the con-
tract of an employee is to expire, or before the employee is to be released. During the 
initial training, the employee should be familiarized with the principles of security 
policy and responsibility for disclosing information that is the company’s secret. 
Employees who will have access to this information should sign a commitment that 
they will keep it confidential. It is important that before an employee leaves the 
company, regardless of whether he changes jobs, retires or was released, to remind 
him of the ethical and legal obligation to keep company secrets confidential. If an 
appropriate commitment was previously signed, it should be reviewed and extend-
ed, if only possible. It is also relevant to employ the necessary knowledge principle 
where only employees that require to possess some knowledge on company’s secrets 
are allowed to get access to the related information. This is approach radically de-
creases the danger for the more people have access to the company’s secret, the more 
difficult it is to keep it confidential. Access to sensitive information should only be 
available to people who need it in their daily work. Each of the authorized persons 
should know as much as is necessary to perform official duties. The detailed scope 
of access to information for individual groups of users within information groups 
should be specified individually in the process of granting access rights. Granting 
the user access to information constituting company secrets occurs after the follow-
ing conditions which have been met by the user28:

1. the user was acquainted with the “list of information constituting company secrets”,
2. the user was familiarized with the „Information protection regulations”,
3. the user made a written statement of knowledge of the above list and regulations,
4. the user submitted a written commitment to keep the company’s secret.
The system of training the company’s personnel in the field of information security 

should be precisely defined in the document “Information security policy constituting 
the secret of the enterprise” that indicates the types of training, their goals, scope and 
frequency. As in the case of other security-related issues, as well as in the field of train-
ing, the entrepreneur decides how to broaden knowledge and raise awareness of security 
among subordinate employees. The subject matter of the trainings and their detail is 
influenced by many factors, but above all the importance of security in the enterprise. 
Depending on the level and nature of the work performed, each employee should attend 

27  M. Mroziewski, Kapitał intelektualny współczesnego przedsiębiorstwa. Koncepcje, metody wartościowa-
nia i warunki jego rozwoju, Wydawnictwo Difin, Warszawa 2008.
28  M. Ciecierski, R. Nogacki, Bezpieczeństwo współczesnej firmy…, p. 90.
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specific course designed for his particular group. This is for the role played in the enter-
prise security system determines the rules of access to specific information and there-
fore only employees with extended access have to learn and be aware of some special 
and advanced security measures29. Training programs should be developed individually, 
according to the needs of the trained groups and the level of their current knowledge 
and previous preparation. Users granted access to information constituting a trade se-
cret should obtain sufficient knowledge about this type of information, the rules for 
handling it, and the operation of processing systems beforehand. Being employees re-
sponsible for the design and development of security systems, information administra-
tors and security administrators at all levels need a deeper knowledge of the rules and 
content of security policy, all its elements, security, crisis activities, etc.30

6. IT security

The following requirements should be met by any ICT security system31:
1. these systems should have their own security policy in the form of an ap-

proved document,
2. designate functionalities: system administrator and system security administrator,
3. systems should have procedures for granting access rights,
4. systems should consist only of elements admitted to processing information 

constituting a company secret, appropriately marked, subject to control throughout 
the entire period of operation,

5. there should be mechanisms securing information against unauthorized 
destruction or theft,

6. systems should significantly prevent unauthorized access to information,
7. there should be mechanisms to detect attempts of unauthorized access to 

information,
8. systems should provide the ability to control access to information,
9. guarantee that only authorized persons have access to the information,
10. guarantee that these persons only carry out the operations for which they 

were authorized,
11. allow for temporary granting of access rights. 
A typical IT system in an enterprise consists of automatic computer stations, 

stationary and mobile (computers, laptops, tablets), peripheral devices (printers), 
external servers and external data carriers. The following rules should be observed 
in the ICT security policy32:

29  A. Białas, Bezpieczeństwo informacji i usług w nowoczesnej instytucji i firmie, WNT, Warszawa 2007, p. 385. 
30  M. Ciecierski, R. Nogacki, Bezpieczeństwo współczesnej firmy…, p. 9.
31  I. Atoum, A. Otoom, A. Abu Ali, A holistic cyber security implementation framework, “Information 
Management & Computer Security” 2014, Vol. 22, No. 3, pp. 251-264.
32  Ibidem.
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1. the company does not use an internal network that allows direct connec-
tions and data transmission between individual computer stations; all data trans-
mission in the form of digital files is carried out via the Internet (e-mail),

2. the company’s external servers are not used to process information that is 
a company secret,

3. each computer station (stationary and mobile) has a  separate, encrypted 
disk partition intended for storing files containing information constituting a com-
pany secret,

4. an external data carrier is assigned to each computer station, with a  file 
security mechanism (encryption) - used to make backup copies,

5. each user of the system is allocated an external data carrier with a mecha-
nism of file security (encryption) - intended for temporary storage of files or for 
transferring them between authorized users,

6. an antivirus program works on every mobile computer,
7. devices included in the system (computers, tablets, printers, router, fire-

wall) are registered and marked.
Cyber security depends only in one-third on technology and telecom innova-

tion. Strategic and managerial decisions are another factor that influence cyber se-
curity to a  great extent. For any startup founder, developed IP strategy needs to 
involve all employees, contractors, suppliers, customers, and partners33. 

7. Mbank – case-study

The case – study of the selected banking sector company which is mBank was 
carried out based on available resources retrieved from the bank as well on the ex-
pert interview with a manager of the bank unit who was interviewed by the authors 
in connection to their professional legal services delivered to the bank. 

7.1. Brief presentation of the researched company

The mbank is a commercial bank operating and based in Poland, which started its 
operation in 1986 as Bank Rozwoju Eksportu (BRE Bank) and in the course of years it 
has been systematically developing its competencies in the area of servicing different 
client groups, continuously enriching its offer. After the brand unification in November 
2013, when the mBank name replaced not only the name of the company, but also the 
BRE and MultiBank brands. The bank gained not only a new image but also new values. 
Currently it is a universal bank, which is focused on delivering services to all client 
groups. Acting under the mBank logo, which has different colors dependent on the 

33  J. Limnéll, K. Majewski, M. Salminen, Cyber Security for Decision Makers, Docendo 2015, p. 20.
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type of the offer it provides comprehensive services within the scope of retail, busi-
ness, corporate and private banking34. 

7.2. Identification of intangible assets of the company

The commercial success of mBank is derived from its exceptional approach to-
wards managing intellectual capital. The bank understands it as intangible innova-
tive assets of the organization, employees and security regulations dedicated for the 
bank itself and its customers. These assets are believed to impact results and market 
position of the bank. According to the bank its intellectual value is composed of35: 

1. Intellectual property such as patents, copyrights, licenses, algorithms, digi-
tal platforms, applications and other software;

2. Intangible assets related to mBank’s brand and reputation (quality standards, 
brand identification standards, rules of good communication with clients and security).

The bank seems to be fully aware of the proper management of its non – mate-
rial values. Various measures and precautions are undertaken to maintain the high 
level of bank’s values protection. 

Development of intellectual capital is one of the pillars of its current strategy for 
2016-2020. Intellectual capital management is among the key topics addressed in 
its “mobile Bank” Strategy. It is also a significant factor of its growth strategy. Bank 
bears serious expenses on technology. In recent years the majority of its expenditure 
was spent on technology. It expands product mix with new highly innovative and 
convenient transactional solutions. Over the next ten years mAccelerator (a fund 
established by mBank) is to invest 50 million Euro in new technologies36.

Bank’s know-how comes from the experts. At mBank innovation is the product 
of innovative employees. That’s why it creates conditions to make employees fully 
engaged in the development of new products and solutions. The priority of its HR 
strategy is to attract and keep the best and highly motivated specialists and managers.

7.3. Selected methods of managing intellectual assets in researched company

Bank developes technologies through research and development. It builds a da-
tabase containing sources of knowledge and inspiration. It also cooperates with 
start-ups. mBank develops its intellectual capital based on internal resources, solu-
tions acquired on the market and through cooperation with technology start-ups 
offering solutions for the financial industry. mAccelerator, for example, has invested 

34  mBank, https://mBank.pl, access date: 1.03.2020.
35  https://www.mbank.pl/raport-roczny/2017/mbank/kapitaly-i-modele-tworzenia-wartosci/kapital-
intelektualny/, access date: 1.03.2020.
36  https://www.mbank.pl/o-nas/grupa/maccelerator/, access date: 1.03.2020.
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in Digital Teammates, a company dealing with robotic automation of routine bank-
ing processes.

According to the bank by the end of 2020 customers will initiate and carry out 
the majority of interactions and transactions with smartphones. For this reason in 
2017 mBank added features such as QLIK (a service which enables to exchange 
information on invoices and bills to pay between entities issuing large number of 
invoices and payers), mobile authorization, push notifications and Android Pay for 
its most important applications and platforms. For the first time in Europe Android 
Pay has been offered in an entirely different model in which cards were added to the 
service directly in the mobile banking application.

Another example of bank’s approach towards management of its intellectual capi-
tal is the mBox project. mBank has established the mBox project, under which it offers 
its retail banking solutions outside Poland. This includes electronic services as well as 
knowledge of products, business processes and sales. The French La Banque Postale 
decided to buy the license first. Accenture is mBank’s strategic partner responsible 
for this implementation. mBank assumes that the license for systems and intellectual 
property will be granted to subsequent companies in the future. This is the first such 
a project in the Polish finance world. The mBox project is implemented in coopera-
tion with the strategic partner - Accenture - which offers the licensee comprehensive 
support in introducing this solution. Using the mBox platform, bank may accelerate 
and properly prepare the implementation of digital banking in such a way that it cre-
ates a distinctive and unique solution which meets the expectations of different part-
ners and serves different groups of customers. Accenture’s capabilities in consulting, 
digital technologies and outsourcing supports to tailor mBox to the specific needs of 
its customers. Bank’s initiative is addressed to banks willing to transform into a „digi-
tal” organization, while avoiding years of transformation. mBank offers them an inte-
grated set of IT solutions together with business know-how which have been tested in 
practice. It’s a good option for institutions which face the challenge of IT transforma-
tion. By licensing its solutions, mBank transfers domestic banking ideas into global 
markets. This project is important not only for the bank itself but also for the entire 
Polish economy. It confirms that the domestic banking sector is innovative and its 
solutions are appreciated outside of Poland37.

The next manifestation of bank’s innovative approach towards challenges of the 
technological progress is mentioned above mAccelerator.vc. It’s a venture capital fund 
with over 50 million Euro which focuses primarily on investments in startups with 
cutting edge technological solutions with a powerful impact in the digital economy.

mAccelerator.vc has been cooperating with founders who have what it takes to 
build a world-class company. It enables access to smart money providing entrepre-

37  mBank, https://pl.media.mbank.pl/35692-mbank-udzielil-licencji-na-swoja-bankowosc-elektronicz-
na-francuskiemu-partnerowi, access date: 1.03.2020.
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neurs with expertise and insights in innovation, market intelligence, business devel-
opment as well as marketing and brand-building. mAccelerator.vc tests technologies 
and business ideas in this way in order to scale unique projects into formidable com-
panies with customers across sectors and geographic locations including mBank. 

7.4. Security issues in researched company

If it comes to security issues the mBank CompanyNet platform guarantees top 
security level due to the use of tokens and qualified certificates. Confidentiality of 
information sent is ensured by means of TLS protocol with a 128-bit key. The trans-
mission of data is performed directly through mBank’s servers without the use of 
proxy servers. The session of Internet banking operations is automatically closed in 
case the user is inactive for a specified period of time38. 

An effective protection of consumers’ data and privacy is a precondition of confi-
dence in financial service providers. It is also crucial for bank’s clients. For these rea-
sons and in order to ensure full legal compliance mBank has developed and continues 
to pursue a comprehensive policy in this regard. Some of the examples are as follow39: 

1. Cybersecurity training: in October 2018, mBank launched a series of train-
ing sessions dedicated to cybersecurity for corporate clients. The training delivered 
by Collegium Civitas experts was to teach participants how to identify cyberattacks 
including malware and how to protect against it

2. Digital fingerprints: in late 2018, mBank was the first in Poland to launch 
a  pilot solution of customer authentication based on personal interaction with 
a  computer of a  mobile device. It offered the service to fifty thousand volunteer 
clients in the first phase of implementation. Digital Fingerprints behavioral authen-
tication is a security measure which is based on the unique behavior of clients. This 
includes the use of the keyboard and the mouse pointer. mBank’s transactional sys-
tem can identify users through comparing current behavior with an existing profile. 
Furthermore the system stores no data which concerns the use of other websites or 
tools. The project was implemented in partnership with Centrum Bezpieczeństwa 
Cyfrowego S.A., a company in the mAccelerator fund portfolio.

3. Online cybersecurity emergency service: in 2018 mBank was the first bank 
in Poland to offer free-of-charge 24 hour support to clients helping with online se-
curity  outside the banking service. CyberRescue  experts support mBank clients 
by phone, text message, email or chat in case of cyberattacks, computer or phone 
malware, loss of online logins. This service was made possible by the investment 
of mAccelerator. 

38 mBank, https://www.mbank.pl/msp-korporacje/bankowosc-elektroniczna/pytania-i-odpowiedzi/bezpiec-
zenstwo-platformy-mbank-companynet/, access date: 1.03.2020.
39  Ibidem. 
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Conclusions

Summarising the above presented reasoning it should be pointed out that the 
researched bank presents itself as aware of the potential threats and tools of protec-
tion and therefore uses adequate management methods in terms of safeguarding 
of its non-material assets. Based on the above considerations the following conclu-
sions can be formulated:

1. The researched bank properly identified its non-material assets and seems 
to be fully aware of the technological threats to its intellectual resources. Bank’s non-
material values are the core element of its operations and its economic performance. 
Therefore highly developed measures were implemented.

2. The researched bank undertakes correct legal actions to ensure security of 
its non – material values which involves the licensing policy of its innovations and 
unique banking solutions. Dissemination of its creative works proofs to be effec-
tively protected. 

3. The human factor has been significantly taken into deep consideration. The 
bank operations are based on experts, including IT experts and staff responsible for 
protection of intellectual resources and security is professionally trained. 

4. The researched bank turns out to be well prepared for technological chal-
lenges if it comes to cyber security which refers both to the bank and its stakehold-
ers and customers. According to the bank officials the highest cyber security stand-
ards were implemented and are constantly being improved. 
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